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Abstract 

The urgency of facing the hybrid threats rises at times of crisis. That is why building a resilient society has become 
leading in NATO and the EU strategies. Baltic States have become pioneers in building a resilient society by applying 
different approaches and measures. Slovak Republic as a member of the EU and NATO, should closely cooperate 
with its partners and try to include some learned lessons in its own policies. The main goal of the essay is to summarise 
successful policies in Baltic States on promoting the whole-of-society approach in societal resilience. The author aims 
to propose clear recommendations on how the Slovak Republic can apply successful policies and measures from Baltic 
States on its own territory. 

Keywords 

hybrid threats; societal resilience; whole-of-society; disinformation; Baltic states; Slovak Republic; lessons learned  



 
 

THE WHOLE-OF-SOCIETY APPROACH IN SOCIETAL RESILIENCE – LESSONS LEARNED FOR  
THE SLOVAK REPUBLIC 

 

2 
 

INTRODUCTION 

Hybrid threats tend to materialise in a way that takes place below the threshold of normal 

state response. Information and propaganda operations aimed at undermining confidence 

in state institutions and destabilising social cohesion, and manipulating minorities for 

political purposes can jeopardise the interests and function of the state. In recent years, the 

Slovak Republic has faced many hybrid threats.1 The Slovak Republic is aware of unwanted 

hybrid action against its interests and is determined to strengthen its own resilience. At 

present, the Slovak Republic is already taking steps to combat hybrid threats through the 

existing Conception,2 the forthcoming Action Plan,3 or the establishment of departmental 

groups that monitor threats and focus on strategic communication. However, these are only 

partial steps that should be systematically complemented by other tools, such as increasing 

social resilience with a whole-of-society approach. The Slovak Republic can be inspired by 

successful examples from abroad in this area. 

When we look at the Eastern part of the EU, we find an exciting sample of member States. 

Some have already become leaders in enhancing resilience, such as the example of the Baltic 

States.4 And why is that? Mainly, since 2014, Latvia, Lithuania, and Estonia have perceived 

the possibility of jeopardising national interests and integrity. All three states border with 

possible aggressors with whom they share tragic pasts. After World War II, Baltic States 

were incorporated under the Soviet Union, losing their sovereignty. After regaining their 

independence in the 1990s, they inherited a significant minority of the Russian speaking 

population.5 The protests and cyberattacks in Estonia in 2007,6 the events in Georgia in 

2008,7 and the events in Ukraine in 20148 only underlined the importance of building a 

united and resilient society against foreign influence. Securitising possible triggers of a 

conflict on a national level resulted in various policies protecting national values, unity, and 

building a resilient society. 

On the other side, we find Slovakia, the EU and NATO member state, which is not used to 

facing an imminent threat as Baltic states do. Therefore, Slovakia is not used to preparing 

its institutions or citizens to face emerging threats. Today, the Slovak Republic is a target of 

hybrid influence, emerging clash in society and causing instability.9 That is why Slovak 

policymakers should work on ways to strengthen society’s resilience. A similar history, 

cultural foundations and narratives that move public opinion, and similarly focused 

influence operations lead the author to examine the approaches applied by the Baltic States 

and the possibilities of their application in Slovakia. 

 
1 Milo 2018 
2 Národný bezpečnostný úrad 2018 
3 Ministry of Defence 2021 
4 Based on evaluation by European Values 2018 
5 Dančák, Pospíšil, Rakovský 1999 
6 STRATCOM 2019 
7 Cornell 2008 
8 Hauter, Wilson 2021 
9 Milo 2018 
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This essay aims to analyse policies and tools applied by Latvia, Lithuania, and Estonia and 

propose possibilities on how they can be transformed into the case of Slovakia. The main 

findings are: 

• Baltic states have learned to adapt to the changing conditions of the hybrid threats 

targeting the population by enhancing society's resilience. 

• Education and government organisations activities play an essential role in 

maintaining the stability of the society and the support for the security policy of the 

state and its institutions. 

• The whole-of-the-society approach is present in coordinating strategic 

communication and combating the spread of narratives by engaging media and civic 

organisations. 

• Independent state institutions that regulate the media space and gatekeepers 

sanction the spread of disinformation and hostile propaganda. 

• Slovak Republic should engage the Ministry of Education and the Ministry of 

Defence more in order to strengthen resilience. 

• Strategic communication of the Slovak government and its departments should be 

more coordinated and planned. 

• Independent state institutions should sanction media that deliberately spread 

misinformation, and an amended media law should be approved for this purpose. 

 
APPLIED METHODS AND DATA  

The author works with the method of comparative policy analysis. It answers the main 

question on What policies Baltic States use to fight hybrid threats and strengthen societal resilience and 

how to apply these policies in the Slovak Republic? The author worked with open sources - 

publications and strategies of the Baltic States and Slovak institutions, evaluations, and 

analyses of international organisations and think tanks. The formulation of 

recommendations for the Slovak Republic was based on analysis of existing policies in 

Slovakia. 

As mentioned in the introduction, the essay is established on a conceptual framework of 

societal resilience and hybrid threats. Resilient society is viewed as a tool against hybrid 

threats targeting the society. When defining hybrid threats, author works with the structure 

proposed by The European Centre of Excellence for Countering Hybrid Threats (Hybrid 

CoE). There, hybrid threats are perceived as “actions carried out by state or non-state actors aimed 

at undermining or damaging a state or society by a combination of open and covert military and non-military 

means”.10 Increasing society’s resilience is a tool for countering hybrid threats and protecting 

society from foreign influence. The concept of resilient society is perceived as “a state in which 

society can cope and respond to external threats and changes resulting from social, political, environmental or 

economic changes”.11 A resilient society should not be built purely through the enforcement of 

 
10 The European Centre of Excellence for Countering Hybrid Threats (n.d.) 
11 Manca, Benczur, Giovannini 2017 
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state power; the involvement of the whole society (whole-of-society approach) is necessary. 

It is a cooperative planning model between different branches of the government and civil 

and private segments of society.12 

Hybrid threats can influence different state, society, industry, or business dimensions. In this 

essay, the author focuses on the dimension of hybrid threats influencing society. Based on 

the theoretical framework13 proposed by the European Commission and the Hybrid CoE, 

three aspects of hybrid threats influencing society were derived: 

• The exploitation of socio-cultural cleavages – policies and measures supporting 

resilience against threats emphasising the division of society’s opinion on various 

narratives, in the case of the Baltics and Slovakia, especially on the topics of the 

position on EU and NATO membership. 

• Manipulating discourses to polarise societies and undermine the democracy 

– policies and measures preventing manipulation of discourse in public debates to 

gain political support, the emergence of conflict in society, and the weakening of 

liberal democracy (migration, covid measures and response, etc.). 

• Disinformation campaigns and propaganda – policies and measures targeting 

dissemination of disinformation and propaganda with the aim of society’s division 

and conflict creation. 

The structure guides the author through the research in searching for the data and analysis 

in the Baltic States and possibilities for applying these in Slovakia. 

POLICIES AND TOOLS FOR BUILDING A RESILIENT SOCIETY AGAINST 

HYBRID THREATS – A CASE OF ESTONIA, LATVIA, AND LITHUANIA 

Estonia was the first Baltic state to experience hybrid operation on its own territory. 

Therefore, since 2010, they have been developing the concept of psychological defence 

across strategic documents.14 It aims to increase the society’s resilience to influence 

operations and disinformation campaigns and thus reduce the risk of instability or conflict, 

especially between Estonian and Russian citizens. The psychological defence’s primary role 

is to inform society and raise awareness about information-related activities to harm 

Estonia’s constitutional order and society’s values. The main gestor for enhancing the 

psychological defence in Estonia is the Ministry of Education.15 Since 2020, Latvia has been 

evolving psychological defence as a part of comprehensive defence policy, led by the 

Ministry of Defence. A similar approach is developed in Lithuania, specifically public 

awareness-raising and education policy, strengthening media literacy to increase public 

resilience to information threats.16 In all three states, educational institutions and public 

 
12 Wigell, Mikkola, Juntunen 2021 
13 Giannopoulos, Smith, Theocharidou 2021 
14 Kaitseministeerium 2010; Kaitseministeerium 2011; Kaitseministeerium 2017 
15 Juurvee 2018 
16 Ministry of National Defence Republic of Lithuania 2017 
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sphere are involved in increasing the psychological defence of the society via specific courses 

dedicated to national defence on primary and secondary schools, universities or special 

courses for civil servants and the general public.17 

The state's official communication must be clear and coordinated at all times. Strategic 

communication is not crisis communication but should be present in all situations. All 

three states are working on enhancing strategic communication, and not only due to the 

proximity of the NATO Strategic Communications Centre of Excellence, based in Riga, 

Latvia. In Estonia, the government coordinates strategic communication via its 

organisational units, responsible for sharing content with citizens and discussing important 

matters. Monthly meetings of personnel from all government units responsible for strategic 

communication maintain the unity of government communication. Strategic 

communication is viewed as a strong tool for maintaining stability during times of crisis.18 

Similarly, in Lithuania, strategic communication is shared between the Ministry of Defense, 

the Ministry of Foreign Affairs and the Armed Forces. All institutions communicate actively 

through several channels. Communication coordination works on the basis of "anti-disinfo 

environment strategy", which supports a society-wide approach to building resilience.19 

In combating disinformation and propaganda, we find several interesting approaches 

within individual states. All three states practice fining or temporarily banning entities that 

broadcast manipulated or false information in the news. Latvia has been applying this 

practice since 2014.20 Latvia claims that Russian foreign policy initiatives (such as compatriot 

policy) and propaganda are the biggest threats to state security and society.21 Estonia is aware 

of the possibilities of influencing the electoral process. It has set up an election 

communications task force since 2016, which aims to prevent the spread of disinformation 

during elections, enhance the cooperation between relevant bodies of the Government, and 

enclose journalists and NGOs into the cooperation on detection disinformation and 

correction of false statements.22 Lithuania takes even more radical approach at the state level, 

where a state institution has the right to ban cable broadcasts of Russian channels and restrict 

access to online resources.23 Furthermore, The Office of the Inspector of Journalism Ethics 

is responsible for enhancing societal resilience in the whole-of-society approach by 

providing expertise in public information, cooperating with other institutions, undertaking 

public education, and drafting proposals for laws and other legal acts falling within their 

competence.24 

The Baltic States are susceptible to narratives against membership in Western structures. 

NATO and EU membership is a vital interest for nations, so they must fight the spread of 

negative narratives and build citizens' trust. In general, the state authorities and their 

organisations in the Baltics work well with citizens' positive opinions about the armed forces 

 
17 Atmante 2020; Veebel, Ploom 2018 
18 Riigikantselei 2022 
19 Tremblay 2021 
20 Myhre 2018 
21 The Latvian State Policy 2018 
22 McBrien 2020 
23 Romanova, Sokolov, Kolotaev 2020 
24 Denisenko 2018 
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and the willingness to defend the country in the event of an attack from the East. The 

willingness to defend the country in the Baltics ranges from 50% to 66%.25 An example of 

citizens' active involvement in increasing society's resilience through the promotion of 

nationhood, unity and support for armed forces, EU and NATO partnership is the Estonian 

Defence League and National Center of Defence and Security Awareness in Estonia. Both 

organisations fall directly under the responsibility of the Ministry of Defense, which 

increases their legitimacy in providing voluntary military training and crisis management 

trainings. At the same time, the organisations are under the official supervision of a state 

institution, which prevents the emergence of paramilitary groups that may threaten state 

security. Lithuania applies a similar civil and military cooperation model. Within Lithuanian 

Armed Forces, the Citizenship Education Section is responsible for engaging with the 

public.26 The same practice is found in Latvia.27 

To sum up, the Baltic States are developing a very active resilience of society. The 

partnership between state institutions and society is the mainstay of all the applied measures. 

The Slovak Republic can inspire and try to transfer good practice in a modified form in the 

problem areas it shares with the Baltic States. 

 
Figure 1 – Summarisation of policies and measures applied in Baltic States 

LESSONS LEARNED FOR THE SLOVAK REPUBLIC 

The second part of the essay focuses on the analytical evaluation of Baltic approaches and 

the possibilities of their application in the Slovak Republic. This section was created on the 

basis of an analysis of the problems facing the Slovak Republic in the field of hybrid threats. 

 
25 Andžāns, Sprūds 2020 
26 Tremblay 2021 
27 Amante 2020 
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The proposed four recommendations follow the same theoretical structure as the previous 

comparative analysis. 

1. The involvement of the Ministry of Education in building social resilience 

Education for national and democratic values is the foundation of society resistant to 

extremism and manipulation by non-democratic regimes. Greater emphasis on media 

literacy, understanding the importance of the Slovak Republic's membership in international 

organisations, and consistent teaching of modern history are areas where the Ministry of 

Education can build a young generation to be more resilient to hybrid threats. 

2. The involvement of the Ministry of Defence in cooperating with the public in 

building social resilience 

Establishing an organisation to educate all sections of society on national values, military 

education, and crisis response would strengthen the state's official communication about its 

security priorities. An official organisation under the Ministry of Defence would provide 

sufficient control over the activities currently carried out by informal associations, often 

linked to the extremist scene and foreign support.28 

3. Coordinated strategic communication 

Unified and clear strategic communication is the basis of successful communication of the 

state towards citizens and foreign partners. The current efforts and creating of the 

responsible departments are welcome. Still, they lack deeper coordination in sharing 

information across departments and with segments of society such as journalists and NGOs. 

Setting up a system of information sharing, communication planning, using creative ways to 

communicate with the public, and regular coordination meetings of responsible entities 

could increase the effectiveness of strategic communication in the Slovak Republic. 

4. Amendment of the media law 

At the same time, the proposed and discussed amendment to the media law is approaching 

the practice in the Baltic States.29 The state and its independent institutions should hold 

media content creators accountable for the information they share. Giving more 

responsibility to the creators of online newspaper content should bring them punishment 

and responsibility for sharing false and manipulated information in text, image, and video. 

The state and its institutions should affect the creators of disinformation as much as possible 

and thus discourage other actors. 

 
28 Kupková, Milo 2019 
29 NR SR 2022 
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CONCLUSION 

In their difficult security situation, the Baltic States have learned to gradually adapt to the 

changing conditions of the hybrid threats targeting the population. The work aimed to 

analyse the tools and policies that Lithuania, Latvia, and Estonia apply to increase society's 

resilience, combat hybrid threats, and search for possible ways of applying learned lessons 

in the Slovak Republic. The essay followed the structure of three main areas - exploiting 

socio-cultural cleavages, manipulating discourses to polarise societies and undermining the 

establishment, and spreading disinformation and propaganda. The main findings of the 

essay include the use of education and government organisations to increase society's 

resilience as a whole in the Baltic States. State institutions perceive society as a partner - 

whether in strategic communication (where there is cooperation and partnership between 

the responsible authorities, the media, and the non-profit sector), but also in the field of 

national defence, where all sections of society are involved through education and 

participation in military activities. 

Lessons learned for the Slovak Republic are formulated as greater involvement of the 

Ministry of Education and the Ministry of Defence in building resilience through education 

via official programs and organisations. Other recommendations include the coordination 

of strategic communication between the ministries and the approval of a media law that will 

allow sanctioning media who deliberately spread misinformation and manipulation. The 

author believes that the Slovak Republic can be inspired by other countries’ approaches. 

Still, the emphasis should remain on transferring the possibilities of applying these 

procedures to Slovakia and thus increasing the state's resilience to hybrid threats. 
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