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Effective countering of hybrid threats requires dialogue and coordination on

political and operational levels between organizations, between states, and

also between states and organizations. The umbrella of regional and

multilateral initiatives allows states to connect resources in a unified

approach to countering hybrid threats. Criticality of the situation is

emphasized also by the growing tendency of hybrid operations targeted at

undermining confidence in democratic institutions and the security of state

infrastructure. 

The European Union (hereafter EU) and the North Atlantic Treaty

Organization (hereafter NATO) are facing disinformation campaigns that

favour the Russian Federation in particular. In 2019, the EU recorded 998

cases of disinformation dissemination from Russia. China conducted

influence activities in 2019 as well, multiplying its efforts in 2020, especially

in the context of the coronavirus pandemic [1]. 

Obscure  or  absent definition of  terms,  such as  ‘hybrid threat’,  can lead to

a weakening of the security debate and makes it more challenging to

understand the issue clearly and address it. On the other hand, a looser

definition of concepts could support security discussion and motivate actors

to participate – states can include their own priorities in the security agenda. 

While addressing security threats, both ‘kinetic’ and ‘non-kinetic’

instruments are employed. Kinetic instruments include the use of unmarked

soldiers, critical infrastructure sabotage, coups d’état, contract

assassinations. Non-kinetic instruments comprise influential information

operations, propaganda, cyberattacks, sponsorship of radical political

movements, exerting economic pressure or other covert actions aimed at

state destabilization.

NATO and the EU started countering hybrid threats in response to the

higher risk of terrorist attacks connected to the activities of the Islamic

State, rise of the information warfare, election interference from abroad

(especially from Russia) and increasingly harmful cyberattacks. Both

organizations are focusing on protection of their own structures, decision

processes and infrastructure. 

INTRODUCTION

[1] More on disinformation activities connected to coronavirus pandemic in EEAS report (2020): 
https://euvsdisinfo.eu/eeas-special-report-update-2-22-april/.  1 

https://euvsdisinfo.eu/eeas-special-report-update-2-22-april/


Primary responsibility lies with the member states, while NATO and the EU

perform supportive and coordination roles in areas where measures at the

national level prove to be ineffective or insufficient. Differing perceptions of

hybrid threats by member states may be seen as an obstacle. 

The key is an effort to make experience exchange easier and to make

gaining knowledge about hybrid threats better, as well organizing

international exercises that include hybrid scenarios. Both organizations

establish common standards and requirements for member states

regarding hybrid threats resistance (aimed at elimination of national

vulnerabilities influencing European and Transatlantic security).

Depending on willingness of various subjects to cooperate, there are three

levels of state and multilateral cooperation: the first is a ‘whole-of-

government’ approach, while the second is a ‘whole-of-society’ approach.

For international cooperation the last one is of the most substance – the

‘comprehensive’ approach – that includes cooperation of groups and states

with international organizations. The principle is cooperation and

coordination in addressing common challenges with guarantee of respect of

mutual roles and decision-making autonomy [2]. 

International organizations offer space and an institutionalized framework

of instruments for communication, cooperation and coordination of actors.

At the core of the efforts is the building of capabilities to counter hybrid

threats, comprehensive national approaches and an integrated international

response (enhanced by cooperation between the EU and NATO and other

forms of regional cooperation, even beyond the military sphere). 

Defense mechanisms against hybrid threats are mostly based on
procedures implemented at the national level. Vulnerabilities are
specific to states and regions, emphasizing the need for a national
approach. A general grasp of the mentioned factors unlocks
opportunities for region-specific detection and reaction mechanisms.
However, states must actively cooperate in organizing and
coordinating activities, which is what the EU and NATO offer today.

[2] Courtney, Ch. K., Globalization—the worldwide system of instant communication, finance and commerce —
has given a dramatic boost to the phenomenon of hybrid threats, one of today’s central security challenges
(2019): https://www.afsa.org/working-nato-address-hybrid-threats. 2 
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the nature and capabilities of the actor behind the hybrid threat;

their own vulnerabilities;

national resilience measures aimed at eliminating gaps and mitigating

vulnerabilities;

areas where international cooperation is necessary to make countering

hybrid threats at the national level more effective, or rather in order to

protect common regional and international interests.

To be able to counter hybrid threats effectively, states must be able to

elaborate on the following factors:
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The fundamental document of the EU in countering hybrid threats is Joint   
Framework on Countering Hybrid Threats: A European Union Response
of 2016 [3]. The primary objective is to ensure a holistic approach for the
needs of building a sufficient level of situational awareness for identifying
changes in the EU security environment related to the hybrid activity of
state or non-state actors. 

To counter hybrid threats effectively, it is necessary to achieve the long-term
objective of improving information exchange and supporting intelligence
sharing within the EU, as well as between its member states and partners.

According to the document, the ability to respond to hybrid threats is
becoming essential. The response package must be capable of operating
from tactical to the strategic level, combining both reactive and proactive
elements, and be able to apply offensive and defensive deterrence

approaches, including the application of a suitable strategic

communication method. 

Further, resilience building of the society can be fostered through

prevention, rapid response and raising public awareness of hybrid threats.
The need to strengthen media literacy and awareness among EU citizens
that reflects activities of various authorities occurs as well. 

It is essential to deal with potential vulnerabilities of key infrastructures,
supply chains and society – to protect critical infrastructure, the disruption
of which would have serious economic and societal impact. One of the
important points is the focus on the financing of hybrid threats, where the
EU is making efforts in the area of countering both organized crime and
terrorism. Increasing cooperation with third countries is also an issue.

An important milestone of EU activities in the field of hybrid threats is the
document Conclusion Complementary Efforts to Enhance Resilience
and Counter Hybrid Threats [4]. This document introduces, for the first
time, concepts of resilience, hybrid threats and disinformation, and it

formally transfers responsibility for countering hybrid threats to the

member states. Efforts of the EU are, according to the document,
complementary and do not have an influence on an exclusive responsibility
of the member states in national security matters. 

[3] Joint Framework on countering hybrid threats a European Union response (2016):  https://eur-
ex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52016JC0018.

[4] Conclusions on Complementary Efforts to Enhance Resilience and Counter Hybrid Threats (2019): 
https://data.consilium.europa.eu/doc/document/ST-14972-2019-INIT/en/pdf.

RELEVANT  
EU DOCUMENTS 
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In the area of hybrid threats, it is essential to have a complex national and
societal approach to security, that is streamlining efforts through horizontal
work methods, voluntary information exchange and cross-sectoral exercises. 

The document also discusses deterrence, which combines the resilience
and crisis response with the ability to impose costs on aggressors. It shifts
the emphasis of the operational model from response to prevention.
Responsibility for handling hybrid threats is at the national level, however,
hybrid threats transcend national borders. Multilateral cooperation is thus
essential. Exercises are the key element. 

Deterrence is strengthened by the ability to mobilize rapidly in the

agreement between institutions and governments in implementing

multilateral instruments and combining national capabilities. The

document underlines the need to provide resources for the European
External Action Service’s strategic communication teams (EEAS Stratcom
Task Forces). 
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The European Union is actively addressing the issue of disinformation under
the umbrella of the European External Action Service (EEAS) and its
Strategic Communication Division [5].  In addition to the EEAS, issues of
disinformation and influence of foreign actors are addressed also by the
European Commission, the Council of the European Union and the

European Parliament. 

Following the resolution of the European Council, the East Stratcom Task
Force was established, with the main task of analyzing disinformation

trends and exposing disinformation narratives coming from the Russian

Federation.  It consists of 16 experts on strategic communication with

Russian language skills. There are other similar work groups, including one
focusing on the Western Balkans region (Task Force Western Balkans),
and one addressing the Southern neighbourhood (Task Force South) [6].

In the Eastern neighbourhood, the focus is on three main goals: effective
communication and support of EU policies; strengthening the media

environment (including at the national level of EU member states) and
supporting freedom and independence of media; improving the EU’s
capabilities to predict, address, and respond to disinformation activities of
external actors. 

In order to improve information and intelligence exchange, a common

platform for the EU and member states has been created – the EU Hybrid
Fusion Cell that collects, analyses and shares information from classified
and open sources and issues alerts on hybrid threat indicators from

stakeholders. It is in contact with similar EU and member states’ bodies and
works in close cooperation with the Hybrid CoE. It operates under the
umbrella of the EEAS, specifically under the EU Intelligence Analysis Centre
(EU INTCEN) [7].

In 2018, the Code of Practice on Disinformation was established, focusing
on the dissemination of online disinformation and fake news.
Representatives from online platforms, social networks and the advertising
industry agreed to implement self-regulatory standards. 

[5] The work of EEAS Strategic Communication Division and its Task Forces in particular (East, Western Balkans, 
South) must be supported by sufficient resources for long-term planning, implementation and evaluation.

[6] Strategic communications: East and South (2016): 
http://www.iss.europa.eu/uploads/media/Report_30_Stratcoms.pdf. 

[7] A Europe that protects: good progress on tackling hybrid threats (2019): 
https://ec.europa.eu/commission/presscorner/detail/en/IP_19_2788.

RELEVANT 
EU PLATFORMS 
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Greater participation with tailor-made obligations;
Better demonetization of disinformation;
Ensuring the integrity of services;
Empowering users;
Increasing the extent of fact-checking and improving access to data for
researchers;
Creating a more robust monitoring framework [9], 

According to the 2020 annual report [8], the signatories focused on

adopting policies targeted at increasing transparency of political ads,
identification of usage of manipulative techniques and the spread of fake
news, setting up features to reduce unreliable information, etc. The original
self-regulatory mechanism meant the necessity to rely on voluntary and
responsible data sharing by the platforms.

As part of the ongoing development of the Code of Practice on

Disinformation, in May 2021 the European Commission issued the

document Guidance on Strengthening the Code of Practice on
Disinformation.  The most significant change from the original text is the
transition from self-regulation to co-regulation. The guidance introduces a
variety of other important new elements: 

Another interesting element in countering disinformation is the European
Digital Media Observatory (EDMO)  [10] and its regional hub for Central
Europe – the Central European Digital Media Observatory (CEDMO)
which currently includes Poland, the Czech Republic and the Slovak

Republic. Its aim is to increase the ability to detect, analyze and expose
disinformation campaigns while strengthening public media literacy. At the
same time, EDMO serves as a centre of collaboration between fact-checkers,
academics and other stakeholders.

The original objective of the Rapid Alert System on Disinformation was the
support of coordination (strategic communication) between the EU

institutions and state authorities. The system should, under the umbrella of
the EEAS, enable member states and institutions to share the data and
develop joint responses, common situational awareness and efficient use of
time and resources in countering disinformation [11]. 

[8] Assessment of the Code of Practice on Disinformation – Achievements and areas for further improvement 
(2020): https://ec.europa.eu/digital-single-market/en/news/assessment-code-practice-disinformation-
achievements-and-areas-further-improvement

[9] Guidance on Strengthening the Code of Practice on Disinformation (2021): 
https://ec.europa.eu/commission/presscorner/detail/en/ip_21_2585. 

[10] European Digital Media Observatory (EDMO): 
https://digital-strategy.ec.europa.eu/en/policies/european-digital-media-observatory

[11] Rapid Alert System (2019): https://eeas.europa.eu/sites/eeas/files/ras_factsheet_march_2019_0.pdf.  7 
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In reality, however, the system is not efficient and does not collect the data
or send alerts quickly enough. On the contrary, most members are inactive
and do not contribute to the database, which also lacks standards for
adding information. Systematic analysis of content or emerging

disinformation  trends  is  absent  as  well.  Therefore,  we  can  so  far  speak
of a platform within which member states and institutions share a variety of
information in the context of countering disinformation. The alert

mechanism has not been activated yet. 

The system has undergone some development since its launch and more

recently, multiple levels for problem-solving were established: best

practices that are shared in the context of national strategic

communication in the Communicators Portal environment. In the second
part, the platform is divided into Research and Analytics, Strategic

Communications and Cooperation Hub sections.

The latest development in the EU's activities is declared in the European
Democracy Action Plan (EDAP, 2020), which aims to ensure citizens'
participation in the democratic system through informed decision-making

without unlawful interference and manipulation, or external intervention. It
addresses the areas of electoral integrity, media freedom, pluralism, and
disinformation [12]. 

EDAP responds to threats related to democratic decision-making (electoral
integrity, election transparency, rules on sponsored content and funding of
political parties, media freedom and pluralism), public discourse (free from
disinformation and distortion of reality), ensuring democratic checks and
balances, and responses to the coronavirus crisis. It also promises, among

other things, to promote civil society, media literacy, fact-checking and
cooperation between civil society actors at the European level. 

The Digital Services Act (DSA, 2020) is the latest part of the EU's digital
strategy, which seeks to strengthen the single market for digital services
and promote innovation and competitiveness in Europe's online

environment. It is a series of legislative acts responding to the pressing need
to update the legal framework of the single market, in particular in terms of
the guarantee of user security and the promotion of innovation for digital
service providers. 

The pillars of modernization are therefore based on rules defining the
responsibility of digital services to address the risks faced by their users and
to protect their rights, as well as on ex ante rules for giant online platforms. 

[12] European Democracy Action Plan (2020): https://ec.europa.eu/info/law/better-regulation/have-your-
say/initiatives/12506-European-Democracy-Action-Plan. 8 
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Rules for removing content that is illegal in each member state;
Extensive transparency measures - including online advertising and

algorithms for content recommendation to users;
Obligations for large platforms to take measures to prevent exploitation
of their systems;
Increased competencies to control the functioning of platforms,
including more efficient access to platform data for researchers [14]. 

The introduction of procedures for content management is planned, and
sanction mechanisms aimed at combating illegal and harmful content,
while respecting the differences between the member states and their legal
systems, are also being discussed in the meantime [13]. The position on the
DSA is coordinated by the Ministry of Economy for the Slovak Republic. 

The DSA is introducing a series of new EU-wide commitments on digital
services, such as:

Among the most serious concerns about the consequences of the

implementation of the DSA is the possible emergence of asymmetric

impacts on small and medium-sized businesses, which may face unjustified
regulation of content or advertising. Concerns also arise from the possible
slowdown in innovation or the impact on local media and creative industry
players through interference in the funding system by advertising

regulation. At the same time, experts are concerned about the violation of
the right to information and freedom of expression by excluding specific
media content. 

However, the DSA focuses on mitigating risks such as disinformation and
manipulation at a systemic level, while increasing democratic control

following EDAP and the Code of Practice on Disinformation. An important

tool in this context is the delegation of greater responsibility for content to
online platforms.

[13] The Digital Services Act Package (2020): https://ec.europa.eu/digital-single-market/en/digital-services-act-
package.

[14] Europe fit for the Digital Age: Commission proposes new rules for digital platforms (2020): 
https://ec.europa.eu/commission/presscorner/detail/en/ip_20_2347 .  9 
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influence - dimensions of an adversary state's influence; increasing the
capability (and instruments) to respond to, deter, and confront enemy

activities individually or collectively as necessary; 

vulnerability and resilience - identification of vulnerabilities (for a specific
state and in general), examination of risks, identification of potential
attacks, increasing resilience within states, between states, and between

states and institutions; 

strategy and defence - education on hybrid threats, related strategies
and implications for security policy, military and defence. 

Thanks to closer interaction between the EU and NATO, both organizations
would be able to better prepare for and respond effectively to hybrid
threats. Several areas for closer cooperation and coordination between the
EU and NATO have been identified, including situational awareness, cyber
security, strategic communication and crisis prevention or response. 

The two institutions have developed manuals to coordinate responses to
hybrid activities and have started to participate in exercises (Parallel and
Coordinated Exercises, "PACE"). There is also cooperation within the EU
and NATO Centres of Excellence, INTCEN and the Hybrid Threat Analysis
Branch of the JIS.
 
The European Centre of Excellence for Countering Hybrid Threats
(Hybrid CoE, 2017), which was established to research the application of
hybrid strategies and stimulate the development of concepts and

technologies within the private sector and industry in order to build the
resilience of member states, represents a specific category of international
cooperation. Slovakia became a member in 2020. 

The primary objective of the Hybrid CoE is to create a space for

collaboration between participating states, the EU and NATO as platforms

for knowledge and experience sharing. It focuses on three areas of interest:

EU-NATO 
COOPERATION
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The European Union is currently emphasizing its enhanced ability to detect

and counter hybrid threats and disinformation through mechanisms such as

the Strategic Communication Task Forces and the EU Hybrid Fusion Cell

under the umbrella of the European External Action Service. It seeks to

build a coordinated response capability by setting up a Rapid Alert System

to facilitate the exchange of information between member states and

institutions. 

The Code of Practice on Disinformation, aimed at controlling the spread of

online disinformation and fake news through a data-sharing mechanism by

online platforms, is also an important tool. This is an exceptionally

innovative tool that has been transformed into a co-regulatory tool following

the publication of the Guidance on Strengthening the Code of Practice on

Disinformation. The change is intended to strengthen the instrument and

increase the effectiveness of specific measures. 

The European Commission and the High Representative for Foreign Affairs

and Security Policy, in cooperation with the European Parliament, are

helping to raise awareness and social resilience to disinformation through

various instruments, such as raising media literacy or strengthening media

pluralism and freedom, as well as seeking to respond to malicious cyber

activities (cyber diplomacy), etc. 

The absence of EU mechanisms to work with social media platforms to

achieve higher standards of accountability, transparency and reliability open

the door to unwanted third party activities/interventions. The European

Democracy Action Plan and the Digital Services Act are the answer - they

focus on the guarantee of an electoral process free from external

intervention and manipulation of information, and on the strengthening

and protection of the single market for digital services, respectively. 

The EDAP uses many means to combat the influence activities of foreign

actors, from public identification of the used techniques to the sanctions for

repeated offences. Further development of the response toolset is required.

The Commission supports member states' activities to ensure the integrity

of elections and strengthen the resilience of democratic systems, through

cooperation, legislative measures, and provision of advice and support. 

SUMMARY
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The EU's fight against disinformation is based on cooperation, both between

EU institutions and member states, as well as with international partners

such as the WHO, the G7 Rapid Response Mechanism, etc. EU-NATO

dialogue appears to be a key level. Both organizations see the countering of

hybrid threats at the national (and regional) level as the responsibility of

individual states. 

The diversity of approaches, perceptions and activities or the unwillingness

of individual states to cooperate in certain areas in the fight against hybrid

threats leads in some cases to the inefficiency of the established

mechanisms.  The  EU  and NATO  act  as  platforms  that  offer  space and

an institutionalized framework of instruments for communication,

cooperation and coordination of actors. 

In the context of the debate on the development or reform of measures to

combat hybrid threats at the EU level, the significant divergence between

member states' approaches to the issue of defining basic concepts emerges

as a problem. 

On the other hand, the vague definition of the term ‘hybrid threat’ opens up

possibilities for Slovakia to incorporate its own security priorities without

compromising its sovereignty or autonomous decision-making. Similarly, in

the case of building common situational awareness and resilience, gaining

experience and information can lead to a transformation of Slovakia's

whole-of-society approach. 

Slovakia's   proactive   approach   in   countering  hybrid   threats   could  fill

a vacuum in addressing the issue at both EU and NATO levels. Space is

offered, for example, by the Broadcasting and Retransmission Council,

which is leading the work on disinformation within the European

Commission's advisory body ERGA (European Regulators Group for

Audiovisual Media Services). 

The Hybrid CoE is a specific category of cooperation that opens up a space

for sharing experience and information at three levels - not only the EU and

NATO but also the participating member states. However, the orientation of

NATO and the national policies of Western states towards addressing cyber

security is proving to be a problem, revealing vulnerabilities in the absence

of cognitive security solutions.
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The EU and NATO offer a variety of multilateral platforms for countering

hybrid threats, giving a space and institutionalized framework of

instruments for communication, cooperation and coordination of actors. 

Responsibility for countering hybrid threats is perceived by the EU and

NATO as a national level competence for member states. 

Intelligence sharing and exchange, shared situational awareness, joint

exercises and support for capacity building and expertise are the main

areas where member states can draw on and where cooperation

between the EU and NATO is highly integrated. 

Within the EU, the topic of election integrity, support of plurality and

independence of media, media literacy or protection of users in the

online space is stressed. This agenda is dealt with in the European

Democracy Action Plan and Digital Services Act.

Within NATO, defense in the cyber domain, joint exercises with elements

of hybrid threats, activity of the Counter Hybrid Support Teams and

intense intelligence cooperation is emphasized. 
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